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The Cisco IP VSAT Satellite WAN Network Module (Figure 1) provides broadband satellite connectivity for remote sites and branch
offices with the Cisco 2800 and 3800 series Integrated Services Routers as well as the Cisco 2600XM, 2691, and 3700 series access
routers. Broadband satellite connectivity over satellite for WAN backup enhances network reliability and simultaneously enables
distribution of video and other content over satellite. The module is compatible with satellite services using Gilat SkyEdge™ hub systems.
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The module allows enterprise, commercial, and governmental organizations to enhance business continuity while simultaneously enabling
their network for video communications through the use of broadband satellite connectivity (Figure 2).




- Business Continuity And Network Reliability Through Integrated Terrestrial and Satellite WAN Diversity — Satellite WAN
backup provides economical, high-speed (over 1 Mb/s) connectivity to branch offices, retail stores, and remote sites, enabling customers
to maintain business continuity in the event of aterrestrial network failure (e.g., cable cut, central office outage, fiber ring outage, and
other failures in the wide area network). WAN diversity over satellite protects against most local and regional network outages caused by
natural and human events, resulting in ahigher level of network reliability for data, voice, and video transactions. Integrating the satellite
WAN with the terrestrial WAN using dynamic routing protocols with policy based routing enables customers to optimize the efficiency
and reliability of the network through policy based |oad-balancing and automated re-routing of traffic based on policies and failure
conditions.

- Video/Audio/Content Distribution Through IP Multicast — Satellite IP multicast is a cost-effective, high-speed (over 8 Mb/s) method
for delivering content to alarge number of sites without upgrading the entire terrestrial infrastructure for high speed multicast services:

— LiveVideo: Live multicast streaming video of company meetings, events, sales training, employee training, advertising, etc.

— Video on Demand (VOD): Multicast distribution of VODs for employee training, advertising, digital signage, etc.
— Audio: Live multicast streaming of audio for large audio broadcasts, analyst conference calls, etc.
— Other Multicast Content Distribution: High speed distribution of large files’”documents, software updates, etc.

- Broadband Connectivity for Remote Sites— Satellite offers alarge coverage area enabling customers to get broadband service at sites
where DSL or cable service may not available, resulting in a cost effective solution for rural, remote, offshore, and international sites.

- Single Nationwide or M ulti-National Service — Satellite service is an attractive option for customers seeking a single service provider
for national or multi-national WAN backup, content distribution, and remote site WAN connectivity.

- Portable Network for Disaster Recovery and Temporary Sites— Availability of portable auto-tracking antenna systems allows
customers to build a satellite-connected rapid response system capable of activating data, voice, video, and wireless service at a disaster
site or at temporary sites such as tradeshows, construction sites, etc.
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A Cisco integrated services router with secure data, voice, switching, wireless LAN (WLAN) access point, Content Engine, Land Mobile
Radio (LMR), and VSAT connectivity provides a complete, integrated and portable networking solution (Figure 3) for terrestrial and

satellite connectivity:

- Secure Data — The integrated services routers support extensive security services and WAN connectivity options. Security options
include integrated encryption including DMV PN, firewall, network access control (NAC) to safeguard the network. The software and
hardware based security services and encryption capabilities may be used efficiently over satellite with |0S Rate Based Satellite Control
Protocol or an externa performance enhancement proxy for secure, end-to-end communications from an organization’' s headquarters to
remote sites and branch offices connected via satellite.

- IP Telephony — The Cisco CallManager Express (CCME), Survivable Remote Site Telephony (SRST), IP-1P Gateway, and Cisco Unity
Express (voicemail) options provide an integrated solution for |P Communications (tel ephony and video) without requiring a separate
key system or private branch exchange (PBX). Voice quality is further enhanced by dynamically allocating Dedicate Access bandwidth
for the call over the satellite link whenever aVVolP call isinitiated. Connectivity for analog phones and fax machines as well as the local
PSTN are also integrated in the same router through avariety of FXO, FXS, DID, BRI, and TL/E1 interface cards and DSP modules.

- WirelessLAN — The integrated services routers support an integrated wireless LAN (WLAN) 802.11a/b/g Access Point HWIC module
to provide wireless connectivity to clients, as well as arange of advanced wireless services.

- Switching — Switch ports can be integrated into the same router with 4-port through 48-port modules with optional inline Power over
Ethernet (POE) are available for the integrated services routers, supporting up to 100-portsin asingle router.
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- Content Distribution — Live video, Video on Demand (VOD), live audio, and other bandwidth intensive content can be supported by
the integrated Content Engine network modules in addition to content caching to optimize WAN bandwidth consumption.
- Land Mobile Radio over |P —Land Mobile Radio over IP alows communication between push-to-talk radio systems and other

communications devices (phones, PCs, etc.) over ashared IP network.
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The Cisco IP VSAT Satellite WAN Network Moduleis an integrated satellite modem or indoor unit (IDU) which supports Ku-band and C-
band frequencies for transmission over the most widely available satellite capacity. It connects to an outdoor unit (ODU) —including a
satellite dish antenna, receiver, and transmitter — via coaxial cable.
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Ku-band and C-band support allows use of existing satellite capacity to provide coverage around the globe.
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Very Small Aperture Termina (VSAT) antennas starting at 0.55m are supported. Antenna requirements do vary by frequency band,
physical location, bandwidth requirements, etc. Auto-tracking antennas are also available for portable applications.
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Two-way star topology support with FTDMA (Freguency and Time Division Multiple Access) technology alows many sites to share

satellite bandwidth (and cost), making VSAT an economical option for broadband connectivity. Compression, TCP acceleration, HTTP
acceleration (internet page acceleration), and other features maximize the efficiency of the link.
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Support for dynamic routing protocols such as OSPF and EI GRP across the satellite network reduces operational costs by allowing
customers to integrate the satellite links seamlessly into the organization’ s wide area network with dynamic routing instead of managing the
satellite network as a separate, static overlay. Service providers can configure their hub to transparently pass dynamic routing information.
Customers can use policy based routing to route different traffic types over the satellite and terrestria links while automatically providing a
backup mechanism if either route fails.
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The satellite bandwidth can be statically or dynamically configured to be:

Shared Bandwidth — random access (RA) bandwidth is shared by all the VSAT unitsin the satellite network and isideal for low cost, best
effort services. The traffic using the shared bandwidth can be further prioritized into 3 different levels of service, allowing great flexibility
& control over the quality for different types of traffic.

- Dedicated Bandwidth — dedicated access (DA) channels are analogous to TDM channels, providing dedicated bandwidth to:
— A particular site: analogous to TV/E1, frame-relay CIR, ATM CBR, SCPC (single channel per carrier) service

— A group of sites: analogous to a TDM switch or PBX trunk connection

— A group of services: analogous to a higher priority level for real-time services which may configured statically, or invoked on-
demand (e.g., when aVolP cal isinitiated)

- Partially Dedicated Bandwidth — for sites that are more active and experiencing more collisions, the network automatically assigns some
pseudo-dedicated bandwidth (if available) resulting in fewer collisions and improved performance for the entire network

! L} L} ( % # " I
With speeds of up to 10 Mb/s receive (outbound from hub to the remote site with the network module) and over 1 Mb/s transmit
performance, the module can provide broadband connectivity for avariety of applications, including always-on and on-demand (e.g., for
backup) applications.

)

In addition to static multicast support over satellite, the module can supports dynamic multicast routing with Protocol Independent
Multicast (PIM) when used with OSPF or EIGRP.

While voice conversations are affected by the delay inherent to satellite communications, the integration with Cisco Call Manager Express
(CCME) or Cisco IP-to-1P Gateway on the same router can dramatically enhance the quality of aVolP call over satellite. The CCME or IP-
IP Gateway software can automatically request dedicated access bandwidth over the satellite link whenever aVolP call isinitiated, and can
optionally enforce call admission control (CAC), ensuring that Vol P calls receive the highest quality of service.

1
Cisco Integrated Services Routers provide extensive data and voice security capabilities including VVPN/encryption, firewall, intrusion
detection, network access control (NAC), and secure real-time protocol (SRTP). Throughput over the satellite links is enhanced through
the use of 10S Rate Based Satellite Control Protocol (RBSCP) or a performance enhancement proxy before encrypting the traffic.



For mission-critical deployments, the integrated services routers support high availability capabilities such as hot standby routing protocol
(HSRP), gateway load balancing protocol (GLBP), multi-link point to point protocol (MLPPP), automatic backup/failover, dead-peer
detection (DPD), stateful switchover (SSO) for |PSec encryption, and stateful network address trandation (SNAT). Redundant routers
equipped with the network module can support HSRP and share a single satellite dish or use two dishes to deliver a high availability

solution over satellite.
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For ease of use, the module can be configured and managed centrally by the satellite service provider while end users (e.g., corporate I T
managers) can monitor the status and performance of the module and the satellite connection via the Cisco CLI and CiscoView.

)

The NM-V SAT module enables satellite WAN services for remote sites to enhance network reliability through non-terrestrial WAN
backup, to distribute multicast video / audio / content efficiently, and to provide broadband connectivity to remote sites where terrestrial
broadband services are unavailable. The integrated services routers with satellite connectivity deliver arobust WAN option for enterprise,

government, and small/medium business customers.
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Table 2 lists the service and satellite kit requirements for the network module.
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To place an order, visit the Cisco Ordering Home Page. Ordering information isin Table 3.
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Cisco offers awide range of services programs to accelerate customer success. These innovative services programs are delivered through a
unique combination of people, processes, tools, and partners, resulting in high levels of customer satisfaction. Cisco services help you to
protect your network investment, optimize network operations, and prepare the network for new applications to extend network
intelligence and the power of your business. For more information about Cisco Services, see Cisco Technical Support Services or Cisco
Advanced Services.
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For more information about the Cisco Integrated Services Routers, visit http://www.cisco.com/go/isr or contact your local account

representative.
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